
Quantum-Proof Your IoT
Before the Exploit is Real

The exponential growth of the Internet of Things (IoT), from smart homes 
to  critical  industrial  systems,  is  built  upon  quantum-vulnerable 
cryptography  (RSA/ECC).  With  a  cryptographically  relevant  quantum 
computer (CRQC) estimated to arrive by 2030-2035, the massive scale and 
minimal  resources  of  these devices—low power,  tiny memory,  and long 
lifecycles—transform the PQC migration into an  "existential  engineering 
challenge." Failure to embed  Post-Quantum Cryptography (PQC) into all 
new  IoT  hardware  designs  today  guarantees  a  future  where  billions  of 
devices  are  permanently  exposed,  threatening  global  infrastructure  and 
long-term data privacy via massive botnets and Harvest Now, Decrypt Later 
(HNDL) attacks.  Immediate  and  proactive  redesign,  embracing  Hybrid 
Cryptography, is a global imperative. 
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Key Benefits 
Why Transition to PQC Now? 

Future-Proof Critical Infrastructure 
Secure the foundational integrity of 
long-lifecycle systems like 
Industrial IoT (IIoT), medical 
devices, and smart grids against 
quantum-enabled attacks. By 
adopting PQC now, manufacturers 
ensure that devices deployed today 
will remain cryptographically 
secure for their 10-20+ year 
lifespan, well beyond the CRQC's 
arrival. 

Prevent Mass Device Takeovers 
Mitigate the existential risk of a 
CRQC using Shor's algorithm to 
forge digital signatures and 
impersonate devices. PQC prevents 
malicious actors from injecting 
unauthorized firmware, seizing 
control of entire device fleets, and 
forming massive, unstoppable 
quantum-enabled botnets for 
global DDoS attacks. 

Protect Long-Term Confidentiality 
Counter the Harvest Now, Decrypt 
Later (HNDL) threat. PQC ensures 
that encrypted data—such as 
proprietary IP from IIoT or sensitive 
patient records—collected today by 
adversaries cannot be decrypted 
later once a CRQC is operational, 
preserving long-term data privacy. 

Enable Mandated Compliance 
Meet the urgent government and 
industry deadlines, such as the 
recommended goal to retire all 
quantum-vulnerable cryptography 
by 2035. Proactively designing with 
PQC is the only way for the IoT 
sector, with its long lifecycles, to 
avoid obsolescence and comply 
with future security mandates. 

The Miniaturized Crisis:  Post-Quantum Cryptography's  Impact 
on the Internet of Things (IoT)

The global network of Internet of Things (IoT) devices—from smart home 
sensors  to  industrial  controllers  and  medical  implants—is  undergoing 
exponential growth. This massive, fragmented ecosystem, which relies on a 
fragile security layer of conventional public-key cryptography, is on a collision 
course with the looming threat of quantum computing. The urgency of Post-
Quantum Cryptography (PQC) is  amplified in  the  IoT  domain,  where  the 
inherent  limitations  of  devices—tiny  processors,  minimal  memory,  and 
restricted  power—transform  a  technical  upgrade  into  an  existential 
engineering  challenge.  For  the  integrity  of  critical  infrastructure  and  the 
privacy  of  billions  of  devices,  understanding  and  mitigating  the  quantum 
threat to IoT is a paramount global imperative.

The Unique Vulnerability of the IoT Ecosystem

Fragmented and Constrained
Unlike enterprise servers or high-performance cloud environments, the vast 
majority of IoT devices are resource-constrained. They are designed for low 
power consumption and mass deployment, resulting in severe limitations:

• Low  Processing  Power: Many  IoT  devices  use  8-bit  or  16-bit 
microcontrollers  (MCUs)  with  limited  clock  speeds,  making 
computationally intensive cryptographic operations difficult.

• Minimal Memory: RAM and ROM are often measured in kilobytes 
(KB), far less than what is typically required for larger PQC keys and 
complex state management.

• Long  Lifecycles: Industrial  IoT  (IIoT),  automotive  systems,  and 
medical devices often remain in use for 10, 20, or even more years. 
This  far  exceeds  the  predicted  timeline  for  the  arrival  of  a 
cryptographically  relevant  quantum  computer  (CRQC),  which  is 
generally estimated to be between 2030 and 2035.

The Quantum Attack Vector
The primary threat stems from the reliance of nearly all IoT security on RSA 
and  Elliptic Curve Cryptography (ECC) for  device authentication,  firmware 
signing, and key exchange (e.g., in TLS).

1.  Breaking Authentication: A CRQC utilizing Shor's algorithm could forge 
digital signatures in an instant. This would allow an attacker to impersonate 
legitimate  devices,  inject  malicious  firmware  updates,  or  take  control  of 
entire device fleets—a critical risk for industrial control systems (OT/IioT).
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Gain Crypto-Agility for Unknown 
Threats 
Establish a Crypto-Agile framework 
in both hardware and software. 
This allows devices to dynamically 
switch cryptographic primitives to 
defend against future cryptanalytic 
breakthroughs or potential 
vulnerabilities in current PQC 
candidates, ensuring a continuous 
security posture. 

2.  Harvest Now, Decrypt Later (HNDL): For devices handling sensitive, long-
lived  data—such as  patient  records  from IoMT or  proprietary  intellectual 
property from IIoT—an adversary can already be collecting encrypted traffic. 
Once a CRQC is available, this historical data will be decrypted, compromising 
long-term confidentiality.
3.  Botnets and Scale: If device authentication is compromised, a malicious 
actor  could  leverage  the  sheer  number  of  IoT  devices  to  form  massive, 
unstoppable quantum-enabled botnets, capable of launching unprecedented 
Distributed Denial of Service (DDoS) attacks against global targets.

PQC Implementation Challenges in Constrained Devices

While the world is migrating toward the NIST-standardized PQC algorithms 
like  ML-KEM (Kyber) for encryption and  ML-DSA (Dilithium) for signatures, 
these schemes introduce performance overheads that are disproportionately 
problematic for IoT.

Metric Classical 
ECC-256

PQC  ML-
KEM (Kyber)

Impact on IoT

Public  Key 
Size

~ 256 bytes ~ 1500 bytes Increased RAM/Storage: Keys must fit 
in the tiny memory footprints.

Ciphertext 
Size 

~ 100 bytes ~ 1500 bytes Increased  Bandwidth/Power:  Larger 
data  packets  increase  transmission 
time and energy drain. 

Computati
on Cost

Low Higher 
(especially for 
decryption)

Increased Latency/Energy: Higher CPU 
load  drastically  shortens  battery  life 
and slows real-time operations. 

The move to PQC algorithms like Dilithium also results in significantly larger 
digital signatures (up to 2KB or more), which directly impacts the over-the-
air  firmware  update  process—a  foundational  security  mechanism  for  IoT 
devices. This is where the concept of Lightweight PQC becomes essential.

The Lightweight PQC Effort
To  address  this,  NIST  and  the  cryptographic  community  have  launched 
initiatives focused on highly  constrained environments.  These efforts  seek 
PQC candidates  that  offer  the smallest  keys,  smallest  signature/ciphertext 
sizes, and lowest power consumption possible.

FN-DSA  (Fingerprint-N-Digital  Signature  Algorithm): A  signature  scheme 
developed  specifically  for  resource-constrained  devices,  considered  for 
inclusion in draft PQC standards for lightweight environments.

Optimized  Implementations: Researchers  are  focusing  on  hardware 
acceleration and highly optimized software implementations of lattice-based 
schemes to squeeze them onto low-power MCUs,  often requiring  custom 
hardware or specialized cryptographic cores.
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Key Features
How to Achieve PQC Security

Mandatory Hybrid Cryptography 
Implement a hedging security 
strategy by securing 
communications with both a 
classical algorithm (e.g., ECC) and a 
PQC algorithm (e.g., ML-KEM). This 
ensures the communication 
remains secure as long as at least 
one algorithm is unbroken, 
maintaining backward compatibility 
and providing immediate, robust 
protection against HNDL. 

Lightweight PQC Optimization 
Focus on specialized PQC 
candidates and implementations 
tailored for resource-constrained 
devices. Researchers are pursuing 
algorithms like FN-DSA and highly 
optimized software/hardware 
acceleration to squeeze PQC onto 
low-power microcontrollers (MCUs) 
with minimal memory (KB RAM) 
and low processing power. 

Proactive Hardware Redesign 
Make PQC a design requirement, 
not a patch. All new IoT hardware 
must incorporate sufficient RAM, 
ROM, and processing capacity to 
handle the significantly larger keys 
and ciphertexts of PQC schemes 
(e.g., 6x larger keys for ML-KEM) to 
prevent computational overhead 
and excessive battery drain. 

Comprehensive Cryptographic 
Inventory 
Manufacturers must create a 
complete Cryptographic Bill of 
Materials (CBOM) to trace and 
identify every instance of RSA and 
ECC for key exchange and 
authentication across sensors, 
gateways, and cloud APIs. This 
staggering logistical step is 
essential for prioritizing the 
transition of critical, long-lived 
devices. 

Industry Guidance and Migration Strategy

The migration of the IoT ecosystem will be vastly more complex than for IT 
infrastructure  due  to  the  sheer  volume  of  devices  and  the  difficulty  of 
updating them. Industry and government bodies have established a multi-
pronged strategy.

1. Cryptographic Inventory: The Scale Problem
The first step in any PQC roadmap is to create a complete Cryptographic Bill 
of  Materials  (CBOM).  For  a  typical  enterprise,  this  is  hard;  for  an  IoT 
manufacturer  with  millions  of  devices  deployed  over  decades,  it  is  a 
staggering logistical challenge.

Identify  Vulnerable  Systems: Manufacturers  must  trace  every  instance of 
RSA and ECC for key exchange and authentication in their entire product line, 
spanning sensors, gateways, cloud APIs, and mobile applications.
Prioritize by Lifecycle: Devices with long in-service lives and those deployed 
in critical infrastructure (e.g., smart grids, factory floors) must be prioritized 
for immediate action, as they will outlive the protection offered by current 
encryption.

2. Mandatory Hybrid Cryptography
Given the immaturity of PQC and the uncertainty surrounding the exact date 
of  a  CRQC,  the  recommended  best  practice  is  the  adoption  of  Hybrid 
Cryptography.

Hedging  Security: Hybrid  schemes  use  both a  classical,  proven algorithm 
(e.g.,  ECC)  and a  new PQC algorithm (e.g.,  ML-KEM) to  secure  the  same 
session key. The communication is deemed secure as long as at least one of 
the underlying algorithms remains unbroken.
The IoT Benefit: This approach allows for a staggered deployment, maintains 
backward  compatibility  with  the  current  internet,  and  is  mandatory  for 
systems requiring security against HNDL attacks.
{IoT Hybrid Security} = {Classic Security (ECC/RSA)} + {PQC Security (ML-
KEM/ML-DSA)}

3. The Role of the Supply Chain
The  vast  majority  of  IoT  devices  rely  on  third-party  components  (chips, 
cryptographic  libraries,  RTOS).  PQC  transition  is  therefore  a  supply  chain 
synchronization problem.

Vendor Mandates: OEMs must compel their chip and software vendors to 
provide PQC-enabled components.
Firmware  Update  Mechanism: Manufacturers  must  ensure  their  devices 
possess  an  adequate,  robust  firmware  over-the-air  (FOTA) update 
mechanism that can securely deliver and authenticate the much larger PQC-
enabled firmware images. For many legacy devices, this may be impossible 
without a complete hardware replacement.
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Supply Chain Synchronization 
OEMs must mandate that chip and 
software vendors provide PQC-
enabled components and 
cryptographic libraries. This 
synchronizes the transition across 
the fragmented ecosystem and 
ensures devices have a robust 
Firmware Over-The-Air (FOTA) 
update mechanism capable of 
securely delivering the larger PQC-
enabled firmware images. 

4. NCSC and CISA Guidance
Global agencies are setting firm deadlines that serve as a guiding mandate 
for the industry:

Focus  on  OT/IIoT: The  Cybersecurity  and  Infrastructure  Security  Agency 
(CISA) and other national bodies stress that Operational Technology (OT) and 
Industrial Control Systems (ICS) are among the highest-priority sectors due to 
the high-impact consequences of compromise.
Deadline 2035: The ultimate goal for governments is the full retirement of all 
quantum-vulnerable cryptography by 2035. For the IoT sector, which has the 
longest  product  lifecycles,  this  deadline  effectively  means  that  any  new 
device designed today must be quantum-safe.

Conclusion: The Time to Act is at Design

The impact of PQC on the Internet of Things is more profound than on any 
other  IT  sector.  For  corporate  data,  a  server  can  be  patched;  for  an  IoT 
device, the vulnerability is often baked into silicon for a decade. The industry 
response must, therefore, be proactive and immediate:

1.   Redesign  for  PQC: All  new  IoT  hardware  designs  must  incorporate 
sufficient RAM, ROM, and processing capacity to handle the increased key 
and cipher sizes of the NIST-standardized PQC algorithms. PQC must be a 
design requirement, not a patch.
2.   Embrace  Crypto-Agility: Build  the  ability  to  switch  cryptographic 
primitives into both hardware and software. This is the only defense against 
future cryptanalytic breakthroughs against current PQC candidates.
3.   Mandate  Hybrid: Implement  hybrid  key-establishment  and  digital 
signature  schemes  now  for  all  devices  that  will  be  in  service  past  2030, 
ensuring a secure transition period.

The miniaturized security crisis is already underway. Failure to embed PQC 
into the global IoT supply chain today guarantees a future where billions of 
devices  become permanently  exposed,  threatening  the  integrity  of  global 
critical infrastructure and the long-term confidentiality of data. The security 
of  the  interconnected  world  depends  on  the  successful  quantum-safe 
hardening of the smallest devices.
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