
Protect Critical Infrastructure
The Urgent Need for Post-Quantum Cryptography Migration 

The  advent  of  cryptographically  relevant  quantum  computers 
poses an existential threat to public utilities (energy, water,  and 
communication) by breaking today's foundational encryption (RSA, 
ECC). This vulnerability threatens SCADA systems, allows "Harvest 
Now,  Decrypt  Later"  (HNDL)  attacks  on  sensitive  data,  and 
undermines  system  trust  via  compromised  digital  signatures. 
Utilities must immediately initiate PQC migration, starting with a 
comprehensive  cryptographic  inventory  and  transitioning  to 
crypto-agile,  NIST-standardized  algorithms  to  ensure  national 
security and public safety before the theoretical quantum threat 
becomes a devastating reality. 
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Key Benefits 
Why Transition to PQC Now? 

Immediate Protection Against 
HNDL Attacks
PQC implementation instantly 
secures long-lived, sensitive 
data, such as grid stability 
models, intellectual property, 
and customer information, 
against "Harvest Now, Decrypt 
Later" (HNDL) adversaries. While 
quantum computers don't yet 
exist, data stolen and stored 
today can be decrypted later. 
Migrating now protects currently 
sensitive data from future 
compromise, eliminating the 
immediate risk posed by 
advanced persistent threats.

Ensuring Operational 
Technology (OT) Integrity
Migrating SCADA and other OT 
systems to PQC secures critical 
control communications. This 
prevents quantum-enabled 
adversaries from achieving 
unauthorized remote access, 
manipulating control messages 
for power flow or water 
purification, or injecting 
persistent malware. Securing 
these systems is directly linked 
to preventing physical damage, 
blackouts, and contamination 
events, upholding public safety.

Restoring Trust in System 
Components
PQC algorithms secure the digital 
signatures used to validate 
system integrity, secure remote 
access, and verify firmware and 
software updates. By 
transitioning, utilities block 
attackers from compromising 
certificates and signatures, thus 
preventing them from 
masquerading as legitimate 
sources to install malicious code 
or inject compromised hardware 
into the infrastructure.

The Quantum Leap:  Post-Quantum Cryptography's  Impact  on 
Public Utilities

The  advent  of  Post-Quantum  Cryptography  (PQC) is  not  merely  an 
incremental  update  to  cybersecurity;  it  represents  a  fundamental  re-
engineering of the digital infrastructure protecting the world's most critical 
assets. For  public utilities - the energy, water, and communication systems 
that underpin modern society - this transition is a matter of national security 
and  public  safety.  The  future  threat  posed  by  cryptographically  relevant 
quantum  computers  (CRQCs)  capable  of  shattering  today's  public-key 
encryption algorithms makes the migration to quantum-resistant standards 
an urgent imperative, not a distant concern.

The Imminent Quantum Threat and its Utility Impact

Public-key cryptography, such as RSA and Elliptic Curve Cryptography (ECC), 
is  the bedrock of  secure digital  communication,  enabling everything from 
secure web browsing to remote access and digital signatures. However, these 
algorithms rely on mathematical problems - like factoring large numbers - 
that are easily solved by Shor's algorithm, a theoretical quantum computer 
program.  While  a  CRQC  does  not  yet  exist,  its  eventual  arrival  is  widely 
considered a matter of when, not if.

PQC's Impact on Public Utilities

The threat to utilities is existential due to the nature of their systems and the 
criticality of their function:

Operational  Technology  (OT)  Compromise: Supervisory  Control  and  Data 
Acquisition (SCADA) systems, which manage and control physical processes 
like power flow and water purification, rely on public-key cryptography for 
secure remote access and message authentication. A quantum attack could 
allow  adversaries  to  gain  unauthorized  remote  access to  OT  networks, 
manipulate  control  messages,  or  install  persistent  malware,  leading  to 
physical damage, widespread blackouts, or water contamination.
"Harvest  Now,  Decrypt  Later"  (HNDL)  Attacks: Data  with  a  long  secrecy 
lifespan,  such  as  intellectual  property,  grid  stability  models,  or  sensitive 
customer information, is currently encrypted and intercepted by advanced 
adversaries, stored, and then decrypted once a CRQC is available. This risk is 
immediate, making a transition necessary to protect data stolen today.
Undermining Trust: The core functions of a utility, including secure firmware 
updates,  patch  validation,  and  system integrity  checks,  depend on  digital 
signatures and trusted certificates that  are vulnerable to quantum attack. 
Compromise  in  these  areas  could  allow  attackers  to  masquerade  as 
legitimate update sources, injecting malicious code across the infrastructure.
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Mitigating Catastrophic 
Economic Disruption
While PQC migration has 
significant costs, these are 
dwarfed by the potential 
economic and social fallout of a 
successful quantum attack 
leading to a massive grid failure 
or widespread service outage. 
Proactive investment in PQC 
serves as a strategic insurance 
policy, preventing the billions of 
dollars in damage and disruption 
a quantum-era cyberattack on 
critical infrastructure would 
incur.

Achieving National Security and 
Sovereignty
Securing domestic utilities with 
quantum-resistant technology is 
a critical component of national 
security. The PQC race is a 
geopolitical competition; early 
migration strengthens 
technological sovereignty and 
denies adversaries the strategic 
cyber advantage that quantum 
supremacy would confer, 
aligning utility security with 
government mandates and CISA 
initiatives.

Current Vulnerability of Utility Systems

Public  utilities,  particularly  the  Operational  Technology  (OT) side,  face 
heightened  vulnerability  due  to  factors  beyond  the  theoretical  quantum 
threat.

Legacy Systems and Crypto-Blindness

Utility  infrastructure  often  includes  legacy  systems with  decades-long 
lifecycles.  These  systems,  including  older  SCADA components,  were  often 
designed for isolated environments and may lack robust security controls, 
making  them  difficult  to  update.  Furthermore,  they  frequently  utilize 
proprietary protocols without built-in encryption or rely on older, potentially 
weak cryptographic methods.

Compounding this is the challenge of cryptographic discovery - the difficulty 
of inventorying every device, application, and protocol within a vast network 
to determine where public-key cryptography is used. Without a clear map of  
cryptographic dependencies, a strategic migration plan is impossible.

Specific SCADA System Vulnerabilities

Current security assessments frequently point to non-quantum-related, but 
foundational, vulnerabilities in SCADA that would be amplified by quantum-
era cryptanalysis:

Inadequate  Authentication: Many  systems  still  lack  multi-factor 
authentication, relying on simple passwords that can be easily bypassed.
Insufficient  Network  Segmentation: Flat  network  architectures  allow 
attackers,  once  inside,  to  move  laterally  between  IT  and  OT  systems, 
increasing the potential impact of a breach.
Supply  Chain  Risk: Cryptography  is  often  embedded  deep  within  vendor 
hardware  and  software,  making  it  impossible  for  utilities  to  update  the 
encryption without a new product release, creating significant reliance on 
vendors' quantum-readiness roadmaps.
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Key Features of the PQC 
Migration Strategy

Cryptographic Discovery and 
Inventory
This is the single most critical 
and time-consuming first step. It 
requires using specialized tools 
to map every instance of public-
key cryptography - including 
certificates, protocols (TLS/SSL, 
VPNs), digital signatures, and 
embedded crypto in hardware - 
across both IT and vast OT 
networks. This provides a clear, 
actionable picture of 
cryptographic dependencies and 
vulnerabilities.

Prioritization of Crypto-Agility
The strategy mandates that 
future technology investments 
and platform upgrades prioritize 
crypto-agile platforms. This 
feature allows utilities to easily 
switch or update cryptographic 
algorithms via software updates 
without requiring the 
replacement of entire hardware 
systems, which is crucial for 
legacy OT with decades-long 
lifecycles.

Hybrid Algorithm 
Implementation
The transition should initially 
implement a hybrid approach, 
running both classical (e.g., ECC) 
and the new NIST-standard PQC 
algorithms (e.g., ML-KEM) 
simultaneously. This is a crucial 
risk mitigation feature, providing 
immediate quantum resistance 
while hedging against the 
potential that the new PQC 
standards may contain yet-
undiscovered vulnerabilities.

Global and Industry Efforts in PQC Migration

Recognizing the gravity of the threat, governments and industry bodies are 
mobilizing to manage the transition.

NIST's Standardization and Guidance

The National Institute of Standards and Technology (NIST) has led the global 
effort  to  standardize  quantum-resistant  algorithms.  Following a  multi-year 
competition, NIST has selected a set of new, PQC algorithms (e.g.,  ML-KEM 
for  key  establishment  and  ML-DSA for  digital  signatures)  designed  to 
withstand quantum attacks.

NIST has also issued crucial guidance, emphasizing the need for organizations 
to align PQC migration with existing cybersecurity best practices, such as the 
NIST  Cybersecurity  Framework  (CSF).  This  guidance  stresses  a  phased 
approach:

1.  Inventory: Identify all  systems, applications, and assets using quantum-
vulnerable cryptography.
2.  Risk  Assessment: Prioritize  the  most  critical  and  vulnerable  assets, 
especially those with long-lived, sensitive data.
3.  Roadmap  Development: Create  a  phased  transition  plan,  prioritizing 
crypto-agility - the ability to easily switch or update cryptographic algorithms 
without replacing entire systems.

Government and Industry Initiatives

Agencies like the U.S. Cybersecurity and Infrastructure Security Agency (CISA) 
have launched PQC Initiatives to unify government and critical infrastructure 
efforts.  This  includes  risk  assessments  across  National  Critical  Functions 
(NCFs) to identify where the greatest quantum risk resides and to determine 
where federal support is most needed. The urgency is further underscored by 
various governmental mandates pushing federal agencies and, by extension, 
critical infrastructure partners, to begin the migration process now.

In Europe, similar efforts are underway, with the European Union Agency for 
Cybersecurity (ENISA) issuing strategic recommendations for PQC transition 
across key sectors,  including utilities.  Concurrently,  industry consortia and 
standards bodies are updating protocols to support the new NIST algorithms. 
These  coordinated  global  efforts  ensure  a  unified,  interoperable,  and 
rigorous approach to rolling out quantum-resistant security worldwide. 
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Integration with Vendor Supply 
Chains
Utilities must proactively engage 
with technology vendors to 
demand firm PQC migration 
roadmaps for all hardware and 
software components, especially 
those in SCADA and ICS. This 
feature forces external 
accountability and ensures that 
the cryptography embedded 
deep within proprietary vendor 
systems is updated to quantum-
resistant standards.

NIST-Guided Phased Transition
The migration plan is structured 
according to the NIST 
Cybersecurity Framework (CSF) 
guidance: Inventory → Risk 
Assessment → Roadmap 
Development. This ensures a 
systematic, structured, and 
globally recognized approach, 
focusing resources on the most 
critical and vulnerable assets 
with long-lived, sensitive data.

Guidance for the Utility Sector

The  technical  and  organizational  complexity  of  the  PQC  transition  in  the 
utility sector demands a structured, strategic approach.

Strategic Transition Plan

A  utility's  quantum-readiness  roadmap  must  integrate  both  IT  and  OT 
systems, focusing on the following core steps:

1.  Cryptographic Discovery and Inventory: Use specialized tools to map all 
instances  of  public-key  cryptography,  including  certificates,  protocols  (like 
TLS/SSL, VPNs), digital signatures for code signing, and embedded crypto in 
hardware components. This is the single most critical and time-consuming 
first step.
2. Hybridization and Crypto-Agility: Implement a hybrid approach by initially 
running both classical  (e.g.,  ECC) and PQC algorithms simultaneously.  This 
mitigates  the  risk  that  the  PQC  standards  may  contain  unforeseen 
vulnerabilities  while  providing  immediate  quantum  resistance.  Future 
technology  investments  should  prioritize  crypto-agile  platforms that  allow 
algorithms to be swapped out via software updates rather than requiring 
hardware replacement.
3. Supply Chain Engagement: Proactively engage with technology vendors to 
demand quantum-ready products and obtain firm PQC migration roadmaps 
for  all  hardware  and  software  components,  particularly  for  SCADA  and 
industrial control systems (ICS).

Organizational and Cultural Shift

The transition is as much an organizational challenge as a technical one. It 
requires:

Executive  Buy-in  and  Resource  Allocation: Secure  funding  and  executive 
support for a multi-year, resource-intensive migration. The cost of inaction - a 
catastrophic grid failure - far outweighs the investment.
Workforce Upskilling: Train cybersecurity, IT, and OT personnel in the new 
PQC algorithms, implementation best practices, and the principles of crypto-
agility.
Interoperability Testing: Rigorously test PQC implementations to ensure they 
function correctly and do not introduce unacceptable performance overhead 
(e.g., increased latency) in real-time OT control systems.
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The Economic and Geopolitical Imperative

The PQC transition carries significant economic costs, estimated to run into 
the billions of dollars across critical infrastructure. However, these costs must 
be viewed against the potential catastrophic economic and social disruption 
of a successful quantum attack on utilities.

Furthermore,  the  PQC  transition  is  intrinsically  linked  to  geopolitical 
competition.  Nations  that  achieve  quantum  supremacy  first  will  gain  a 
strategic  cyber  advantage.  Securing  domestic  utility  infrastructure  with 
quantum-resistant  technology  is  therefore  a  crucial  matter  of  national 
security and technological sovereignty.  This fuels the global race for PQC 
standardization and secure supply chains for quantum-ready technology.

In  conclusion,  the  migration  to  Post-Quantum  Cryptography  is  a  defining 
cybersecurity challenge for public  utilities in the next decade.  It  demands 
immediate,  strategic  action  across  inventory,  risk  assessment,  and 
implementation,  leveraging  global  guidance  while  prioritizing  the  unique 
challenges of legacy OT systems. The time to prepare for the quantum era is  
now, before the theoretical threat becomes a devastating reality.
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